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1 Introduction

The objective of this standard is to provide a simple low power optical protocol that satisfies requirements
of interoperability and interchangeability for subsea free space optical data communication devices. This
is achieved by a simple and well-defined standard named SWiGoptical. SWiGoptical is derived from
discussions within the SWiG membership.
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2 Scope

Subsea optical wireless communications are used to transmit data (e.g., control and monitoring
messages) over relatively short distances subsea. This type of network requires little or no infrastructure
apart from the communicating devices.

The SWiGoptical document, as part of the SWiG Main standard, presents a framework for
communications and control between underwater devices. SWiGoptical satisfies the requirements of
interoperable communication between heterogeneous, compliant devices from different manufacturers
to create an integrated system.

SWiGoptical targets subsea process operations and supports monitoring and control applications. For
example:

Process control

Equipment and process monitoring

Diagnostics and maintenance

Data exchange / bulk data exchange / data harvesting

Live video streaming

Underwater vehicles real time control

Internet of Things for subsea applications

Access points for transient/mobile equipment and vehicles

Analysis of typical subsea applications shows that the required data rate and range of operation varies
considerably. The data rate, directionality, and carrier wavelength result in very different ranges of
operation. This version of SWiGoptical defines one operating mode in a wide range of applications. The
standard defines how these modes will be identified.

The scope of this standard is to specify the requirements of a transmitter and a compatible receiver
consistent with the OSI Physical and Data link layers in a communication link (OSI layers 1 and 2
respectively). This is done to secure a minimum performance in terms of data rate and range for
SWiGoptical compliant communications links. Networking capabilities are defined on higher layers and
are not part of this document.

SWiGoptical is not concerned with the physical layout, geometry or material choices made by
manufacturers to achieve SWiGoptical compliance.
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3 Definitions, Acronyms and Abbreviations

3.1 Definitions

Term Definition

Bandwidth The difference between the upper and lower frequencies in a continuous band
of frequencies

Data rate Reciprocal of the optical bit width, measured in bits per second (bps)

Gateway Function or device that provides an interface between two networks, to enable

information to be transferred between the networks

Interchangeability Features enabling a SWiGoptical compliant device to be replaced by an
equivalent SWiGoptical compliant device, without requiring any additional
hardware or software change at either end of the optical link

Interoperability (for | Features enabling any SWiGoptical compliant devices to communicate
SWiGoptical optically through seawater

devices)

Interoperability Features enabling any SWiG compliant devices to communicate with other

(general) SWIiG compliant devices operating on the same physical layer

Jitter The variation in time delay between when a signal is transmitted and when it's
received over a connection

Receiver Target device, or destination device, that receives, and processes data
transferred and originated by a transmitter

Shall Denotes a minimum requirement to conform to the standard

Should Denotes a recommendation, or that which is advised, but not required to
conform to the standard

Signalling rate The reciprocal of the bit duration (1/bit duration), in bits per second

3.2 Optical beam angle

The optical beam angle is defined as twice the minimum half angle of the beam, measured relative to
the optical axis. The optical axis is assumed to be aligned with the optical port centreline, and normal to
the optical port’s surface. If this is not the case for a given device, the manufacturer shall provide
drawings and documentation specifying the direction of the optical axis with respect to the device’s
geometry.

In the case of transmitters, the minimum half angle is defined as the angle measured from the optical
axis such that the light intensity in any direction within the cone described by the half angle rotated
around the optical axis is at least 50% of the maximum light intensity.

In case of receivers, the beam angle is defined as twice the half acceptance angle, whereas the half
acceptance angle is defined such that the receiver sensitivity for any direction within the cone described
by the half angle rotated around the optical axis is at least 50% of the maximum sensitivity. The
measurement of the beam angle shall be carried out with a minimum distance between light source and
light receiver that is at least 10 times the maximum aperture diameter of the transmitter/receiver
respectively.
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Half angle _ _ _
-~ optical axis / centerline

beam angle

optical port

Figure 1: Optical beam angle

3.3 Definition of Terms / Acronyms

Term Definition

CRC Cyclic redundancy check

MTT Minimum turnaround time

IMCA International Marine Contractors Association

IOGP International Association of Oil and Gas Producers

DNV Det Norske Veritas

NORSOK Norsk Sokkels Konkurranseposisjon (the competitive position of the
Norwegian continental shelf) — a Norwegian standard organization

ITU International Telecommunications Union

SWiG Subsea Wireless Group

tr Rise time

te Fall time
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4 Requirements and Technical Specifications

41 General

Subsea wireless communication links often require some or all of the following attributes: low power
consumption, low latency, and robust and reliable connectivity. Key system performance parameters
include: wavelength, transmitter beam angle, receiver directivity, range, transmission power, receiver
sensitivity, encoding and data rate. Of these, transmitter and receiver wavelength, encoding and data
rate are critical for interoperability, when considered in the physical layer.

This standard only focuses on interoperability and does not prescribe a level of performance.

The product shall be clearly labelled and classified as follows to describe its capability for interoperability.
This shall commence with an initial digit (or sequence of digits in increasing numeric order) denoting the
level (or levels) of SWiGoptical which the device supports (Table 1).

This shall be followed with a single letter denoting transmitter class (wavelength) (Table 2).

Finally, there shall be a single letter denoting receiver class (wavelength) (Table 2).
for example:
* 1BB denotes a level 1 device with blue light transmission and reception,
* 2GM denotes a level 2 device with green light transmission and multiband reception, or
* 12CC denotes a device supporting both level 1 and level 2, with cyan transmission and reception

SWiGoptical has been split into multiple standards based on data rate as below:

SWiGoptical standard Typical data rate Underlying technology
SWiGoptical standard level 1 <1Mbps Low power LED, serial communication
SWiGoptical standard level 2* LED, Ethernet communication

* - SWiGoptical standard level 2 in preparation at time of writing
Table 1: SWiGoptical standard levels

To allow for flexibility for different applications other performance parameters can be selected by the
manufacturer. The resulting capabilities shall be described using the classification table detailed in
Table 1.

4.2 Physical layer

4.2.1 Physical Representation

The components of a SWiGoptical device physical layer are illustrated in Figure 2 below. This section
describes the serialised output signal and input signal [3]. Different hardware implementations are
possible and are not part of this standard.

Serial data is applied at the left of the Transmit Encoder at [4]. The supplied data is encoded for
transmission by the encoder. This encoding organizes the data into ‘frames’, each consisting of a header
and a representation of the data, described at Table 5. Each byte is sent asynchronously, with a start bit
of 0, 8 data bits transmitted least significant bit first, no parity bit, and a stop bit of 1. The bits are
transmitted optically with a pulse of light representing a ‘0’ and no light produced to represent a '1".
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—— Transmit encoder > Qutput driver & LED ) )))
[4] [5]
[1] [2] [3]
— Receive decoder = Phot_odetector & ) (((
receiver
[6] [7]

Figure 2: Typical components of a SWiG optical device

4.2.2 Classification table

A classification scheme for optical modems is defined for SWiGoptical. The classification system allows
the reader to understand which optical modems are interoperable.

Five wavelength bands are supported in the classification table shown below and devices shall be
labelled according to which wavelengths they support. Interoperability is achieved by ensuring
transmitter and receiver wavelengths are from the same colour or at least one is multiband. The empty

category “-” is included to label devices that are only a transmitter (e.g. “1B-"), or only a receiver (e.g.
“1-B”).

Class Device family Wavelength (A nm) Spectral Width (A nm)

P Purple 405 385 — 430

B Blue 450 430 — 465

C Cyan 480 465 — 500

G Green 530 500 — 550

M Multiband N/A 385 — 550

- Not available N/A N/A

Table 2: Modem wavelength classification

This classification table provides guidance to the dominant wavelength used by the systems.

There may be crosstalk between device classes, which may cause interference between nearby
devices.

The directivity of the transmitter and receiver must be considered to ensure adequate alignment. The
receiving modem must have adequate sensitivity in the direction of the transmitter, and the transmitter
must have adequate output towards the receiver. Users should reference data sheets of individual
optical devices.

The manufacturer shall provide documentation which specifies the modem device class, directivity,
transmitter optical power capability, receiver sensitivity, receiver range under laboratory conditions and
the data rate at that range, as defined by the manufacturer.

4.2.3 Signal specification

The bit error rate at the bit decoder in ideal conditions shall be a maximum of 1E-8.

Signalling Rate and Pulse Duration: A SWiGoptical interface shall be able to operate at 115.2
kbit/second. Additional allowable rates listed below are optional. Signalling rate and pulse duration
specifications are shown in Table 3.

The pulse duration tp is measured from the start of the rising edge to the start of the falling edge.

For a signalling rate of 115.2 kbit/s the pulse duration is 1.63ps (+0.6us / -0.22ps).
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For 250 kbit/s, 500 kbit/s and 1Mbit/s, the maximum and minimum pulse durations are the nominal
18.7% of the bit duration plus 7% (tolerance) and minus 2.5% (tolerance) of the bit duration.

Signalling Modulation Rate Tolerance (% | Pulse Duration | Pulse  Duration | Pulse Duration
Rate of Rate) Minimum (ps) Nominal (us) Maximum (us)
115.2 kbit/s RZI +/- 0.87 1.41 1.63 2.23

250 kbit/s RZI +/- 0.87 0.65 0.75 1.03

500 kbit/s RZI +/- 0.87 0.33 0.38 0.52

1 Mbit/s RZI +/- 0.87 0.16 0.19 0.26

4.2.4 Transmitter Interface

Table 3: Signalling Rate and Pulse Duration Specifications

At the transmitter interface, an optical signal is emitted, and the specifications are defined in Table 4.
The specified values for Rise Time (t;), Fall Time (tr), and Jitter are also listed in Table 4.

Specification Data Rates Maximum
Rise Time (), 10-90% 115.2 kbit/s 600 ns
Fall Time (t;), 90-10% 115.2 kbit/s 600 ns
Rise Time (t;), 10-90% > 115.2 kbit/s to 1.0 Mbit/s 50 ns
Fall Time (t;), 90-10% > 115.2 kbit/s to 1.0 Mbit/s 100 ns
Optical Overshoot All 25 %
Edge Jitter, % of nominal pulse duration | 115.2 kbit/s +/-6.5 %
Edge Jitter Relative to Reference Clock, | > 115.2 kbit/s to 1.0 Mbit/s +/-2.9 %
% of nominal bit duration
Table 4: Transmitter interface Specifications
startbit 8 Data bits _stopbit
N PR 1 5 i
- :
S ‘
_
e 0 1 0 1 0 0 1 0 0 1
-Q 0

emission
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4.2.5 Receiver Interface

If a suitable optical signal impinges upon the receiver interface, the signal is detected, conditioned by
the receiver circuitry, and output to the Receive Decoder.

SWiGoptical does not define a minimum receiver sensitivity or optical beam characteristics. Multiple
wavelength bands are allowed. Forinformation on wavelengths please refer to Table 2 in section 4.2.2.

4.2.6 Modulation scheme

For data rates up to and including 1 Mbit/s, RZI modulation scheme is used, and a “0” is represented by
a light pulse. The optical pulse duration is nominally 3/16 of a bit duration.

4.3 Data link layer

4.3.1 MAC frame format

Byte Name Size Description

0 Start byte 1 8 bit First start symbol OxAA

1 Start byte 2 8 bit Second start symbol 0xCC

2 Encoding 8 bit Specifies frame encoding. Default: 0x00 (no encoding). Reserved for

future extensions, e.g., error correction coding, etc.

3 Protocol version |4 bit Version information 4 most significant bits. Default value = 1

Frame type 4 bit Set of flags that specify the type of message. Has unused bits for future
extensions. 4 least significant bits. Default value = 0 (normal data frame)

Values 1-15: reserved for future extensions of the SWiGoptical standard.

4 Sequence no. 8 bit Frame sequence number. May take any value at power up or on first
frame. Each subsequent new frame increments the counter, re-
transmissions of a frame use the same sequence number as the original
transmission'. After frame 255, counter restarts at 0

5 Message length |8 bit Length of payload data n (without header)

6,7 CRC16 payload 16 bit MCRF4XX CRC of following message payload LSB first
8,9 CRC16 header 16 bit MCRF4XX CRC of the header (bytes 0-7) LSB first
10..(n+9) Payload data 0-255 bytes Message payload

Table 5: MAC frame format
4.3.2 Cyclic redundancy check (CRC)
The CRC calculation shall use MCRF4XX CRC in 16-bit width.
Example code and example data are shown in Annex A: CRC 16 example implementation.
4.3.3 Preamble
The purpose of the preambile is to allow the receiver to detect an incoming message ahead of time
and adjust its internal state and parameters to the link conditions. The preamble sequence consists

of 1 byte of the value 0x55, sent at the same signalling rate and modulation as the frames.

When multiple frames are sent in immediate succession without a gap, the preamble is optional
for any frames except the first frame in a sequence.

' Frames may be repeated for the required level of data integrity. Retransmission management is out
of scope of this standard.
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4.4 Optional wake-up sequence

The SWiGoptical frame may optionally be preceded by ‘wake-up’ pulse sequences. These are intended
for use where a modem needs to ‘wake-up’ from a low power ‘sleep’ mode and does not have the
capability to process data frames immediately.

. Wake-up signal transmission:
The wake-up signal comprises a series of five to fifty pulses with a timing of: 915 + 30 us on, 710
+ 30 ps off

. Awake and keep-alive signal:

As the modem wakes up, it shall transmit a frame of zero length (just header, no payload) to signal
that it is awake. Zero-length packets can also be periodically transmitted as a “keep-alive” signal.
A modem shall remain active as long as it has been receiving valid frames within the last n
seconds, where n is a configurable user parameter (minimum allowed value is 1 second)

. Interrogation attempt:
Upon receipt of an awake signal, normal communication with the modem shall be attempted after
a delay of at least 20 ms, and no more than 1 s. This means that the modem shall be awake
within 20 ms of the wake-up sequence, but should return to a ‘sleep’ mode after 1 s

. Repeated attempts:
The wake-up sequence should be repeated in the absence of an awake signal reply. New
attempts shall begin at most 100 ms after the previous one. Minimum number of repetitions should
consider the configurable wake-up period of the sleeping modem, plus 100 ms

>20ms | sart of canmuni@tion

Y

time
Figure 4: Wake-up sequence

4.4.1 Timed sleep and wake-up mode

For optical modems without an “always-on” receiver option, the wake-up procedure is implemented as
follows:

After a configurable period of inactivity (but no less than 1 second), and if configured to use ‘sleep’ mode,
the modem shall go to sleep. It shall periodically wake up (with a configurable period), activate its
receiver, and check for the wake-up signal and valid frames, for a duration of at least 100 ms. If a wake-
up signal or valid frames are detected, it shall go to ‘active’ mode, otherwise it shall return to ‘sleep’
mode. The parameters for the inactivity time-out, the periodic wake-up, and the duration of listening for
signals can be user-configurable to tune the power profile for the specific use case.

To wake up a remote modem with timed sleep mode, the initiating modem shall repeatedly send the
wake-up sequence, or alternatively, zero-length frames, for a duration longer than the wake-up period
of the sleeping modem plus 100 ms, until communication has been established.
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5 Collision avoidance
5.1 Channel access collision avoidance

It is assumed that most communications are point to point with half duplex protocols. In this scenario,
collision avoidance is not addressed in SWiGoptical Level 1.
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6 Error correction

For SWiGoptical Level 1, error correction is not addressed.
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7  Authentication and encryption

For SWiGoptical Level 1, based on the low-level applications, it is assumed that authentication and
encryption will be handled by the devices connecting through the system and is not addressed in this
standard. Users should assume all communications using SWiGoptical are therefore publicly available
and implement proper security measures at the application level according to the criticality of the
application and sensitivity of the data.
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8 Standard Conformance

All other normative standards should be followed accordingly to local regulations.

An overview of applicable standards and normative references has been included in the SWiG
standard.

8.1  Diver safety
Consult current information from IMCA, IOGP, DNV, NORSOK or other authoritative entities.

Diver safety risk should be evaluated based on proximity to optical equipment. A suitable risk
assessment should take place.

8.2 Eye safety

Consult standard EN 62471 for Photobiological safety of lamps and lamp systems (for LED based
systems). Additional standards may apply, depending on type of light source, wavelength, output power,
and particularly when laser light sources are used. Manufacturers shall carry out due diligence to ensure
their products meet eye safety standards, and where appropriate, label their product according to the
safety test results to provide adequate warning of potential risks to users. Photobiological safety tests
are conducted by approved laboratories.

8.3 Environmental impact

It is the responsibility of the end user to assess the environmental impact of a SWiGoptical device on a
case-by-case basis and make use of local regulations that may be in force.

Vendors should disclose all relevant parameters to facilitate an adequate environmental impact
assessment, while recommending end-users check the appropriate regulations.
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9 Annex A: CRC 16 example implementation

/**

* @brief Initialise the buffer for the MCRF4XXCRC
* @param crc the 16 bit MCRF4XX CRC

*/
void crc_init(uint16_t* crc)
{

*crc = Oxffff;

}

/**

* @brief Accumulate the MCRF4XX CRC by adding one char at a
time.

* The checksum function adds the hash of one char at a time to the
* 16 bit checksum (uint16_t).

* @param data new byte to add to the CRC

* @param crc the running accumulation of the MCRF4XX CRC

**/

void crc_accumulate(uint8_t data, uint16_t *crc)

{

uint8_t tmp;

tmp = data * (uint8_t)(*crc &O0xff);

tmp A= (tmp<<4);

*crc = (*cre>>8) A (tmp<<8) * (tmp <<3) * (tmp>>4);

}

As a test example for verification:

SWiG

CRC16 of the four character sequence 'SWiG' results in crctest being equal to 30954 ( Ox78EA )

test code:
uint16_t crctest;
crc_init(&crctest);
crc_accumulate('S', &crctest);
crc_accumulate('W', &crctest);
crc_accumulate('i', &crctest);
crc_accumulate('G', &crctest);
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10 Annex B: References

The following documents are referenced for the application of this document. For dated references,
only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments or corrigenda) applies.

In addition to these documents, other references in the SWiG document and standard may apply.

10.1 Communication protocols

. Data Communications and Networking, by Behrouz A. Forouzan
o ITU (CCITT) V.27ter
. ITU publications are available from the International Telecommunication Union, Place des

Nations, 1211 Geneva 20, Switzerland (http://www.itu.int/)

o Comité Consultatif International Téléphonique et Télégraphique (CCITT) 8-bit Cyclic Redundancy
Check (CRC)

. Media Access Control (MAC) as ANEP-87, that is Carrier Sensing Multiple Access (CSMA) as
described in Smith (1997) with Collision Avoidance (CA) via Binary Exponential Backoff (BEB)
with Global Awareness (GA) that consists of an in-band energy detector

. OSI media layers (OSI layers 1-3) are implemented using a widely used standard or combination
of standards (such as Ethernet, CAN, RS-232, RS-422, RS-485 for wired links or an IEEE 802
family or similar wireless link)

. SWiGoptical Decision Making Process

10.2 General

o The IEEE standards Dictionary: Glossary of Terms & Definitions is available at
http://shop.ieee.org/

10.3 Security

. ISO/IEC CD 30141:20160910 'Information technology — Internet of Things Reference Architecture
(loT RA)
. ENISA 'Baseline Security Recommendations for 0T

10.4 EMC standards

CISPR 16-2-1 Radio disturbances and conducted disturbances

CISPR 22 Transfer of general radiated emissions

CISPR 16-2-3 Radiated disturbance measurements

BS EN 61000-4-6:2014 Immunity to conducted disturbances

BS EN 61000-4-3:2006 Radiated electromagnetic field immunity test

BS EN 61000-4-2:2009 Electrostatic discharge immunity test

BS EN 61000-4-8:2010 Power frequency magnetic field immunity test

BS EN 61000-4-5:2006 Test and measurement techniques surge immunity test

BS EN 61000-4-4:2012 Electrical fast transient/burst immunity test

FCC — CFR47:2011 Part 15

Conducted Emissions (Main Power); BS EN 55032:2012 / Table A.8 Class A; CISPR 16-2-1; 0.15

to 0.5MHz; 79dB(uV) Quasi-Peak; 66dB(uV) Average; 0.5 to 30MHz; 73dB(pV) Quasi-Peak;

60dB(uV) Average

. Conducted Emissions (Telecoms/Network Port); BS EN 55032:2012 / Table A.10; Class A;
CISPR 22 0.15 to 0.5MHz; 97-87dB(uV) Quasi-Peak; 84-74dB(uV) Average; 0.5 to 30MHz;
87dB(pV) Quasi-Peak; 74dB(uV) Average

. Radiated Emissions (Enclosure); BS EN 55032:2012 / Table A.2+A.3 Class A; CISPR 16-2-3; 30
to 230MHz; 40dB(puV/m) Quasi-Peak; 230MHz to 1GHz; 47dB(pV/m) Quasi-Peak;1 to 3GHz;
76dB(pV/m) Quasi-Peak; 56dB(uV/m) Average; 3 to 5GHz; 80dB(uV/m) Quasi-Peak;60dB(uV/m)
Average

. Conducted Immunity (Signal Ports); BS EN 55024:2010 / Table 2; BS EN 61000-4-6:2014;

Performance Criteria A; Test frequency range: 0.15 to 80MHz; Injected Signal: 3V with AM (80%)

@1KHz
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Conducted Immunity (Power Ports); BS EN 55024:2010 / Table 3; BS EN 61000-4-6:2014;
Performance Criteria A;Test frequency range: 0.15 to 80MHz; Injected Signal: 3V with AM (80%)
@1KHz

Radiated Immunity (Enclosure); BS EN 55024:2010 / Table 1; BS EN 61000-4-3:2006;
Performance Criteria A; Test frequency range: 80MHz to 1GHz; Injected Signal: 10V/m with AM
(80%) @1KHz

ESD (Enclosure); BS EN 55024:2010 / Table 1; BS EN 61000-4-2:2009; Performance Criteria B;
+4KV Contact; £8KV Air

Magnetic Fields (Enclosure); BS EN 55024:2010/ Table 1; BS EN 61000-4-8:2010; Performance
Criteria A; 50, 60Hz @ 1A/m

Surges (Signal Ports); BS EN 55024:2010 / Table 2; BS EN 61000-4-5:2006; Performance
Criteria C; 10/700 Tr/Th ps; Line to Earth: £1KV (Open circuit test voltage)

Surges (Input / Output DC Power); BS EN 55024:2010 / Table 3; BS EN 61000-4-5:2006;
Performance Criteria B; 1.2/50 (8/20) Tr/Th yus; Line to Earth: £0.5KV (Open circuit test voltage)
Fast Transients (Signal Ports); BS EN 55024:2010 / Table 2; BS EN 61000-4-4:2012;
Performance Criteria B; £0.5KV; 5/50 Tr/Th ns @ 5KHz repetition frequency

Radiated Emissions (FCC); CFR47:2011[17] / 15.109 Class A; 30 to 88MHz; 39.5dB(uV/m)
Quasi-Peak; 88 to 216MH; 43.5dB(uV/m) Quasi-Peak; 216 to 960MHz; 76dB(uV/m) Quasi-Peak;
>960MHz; 49.5dB(pV/m) Quasi-Peak; 49.5dB(uV/m) Average

Diver Safety

IMCA standard 295
IMCA standard 293
NATO Undersea Research Centre Human Diver and Marine Mammal Risk Mitigation Rules and

Procedures; NURC-SP-2006-008
Eye safety

EN 62471 Photobiological safety of lamps and lamp systems
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